
Credit Card Handling FAQ 

 

My department would like to begin accepting credit cards in a face to face (point of sale) 

environment.  How do I go about getting this accomplished? 

 Departments wishing to accept credit card transactions in a face to face environment should 

contact Business Services at 298-1811.  The University participates in the State of Illinois E-Pay 

program through which credit card acceptance is coordinated.  Business Services will initiate the 

paperwork to obtain a credit card machine and obtain merchant ids. 

 Currently the price for a new credit card machine is $440. 

 Please allow 4 to 6 weeks for implementation. 

My department would like to begin accepting credit cards over the internet.  How do I go about 

getting this accomplished? 

 Departments wishing to accept credit card transactions via the internet should contact the office 

of the Chief Security Technology Officer (CSTO) at 298-4500.  The (CSTO) coordinates PCI 

compliance efforts. 

o Vendors that handle, process, store, or transmit cardholder information on behalf of the 

University must provide proof that they are currently PCI DSS (Payment Card Industry 

Data Security Standards) compliant.  An official compliance memo on vendor letterhead 

will be required to be on file in the Business Office.  If the vendor cannot provide proof 

of compliance, they must be PCI DSS assessed by a PCI approved Qualified Security 

Assessor (QSA) at the expense of the business or at the expense of the department or 

area that has initiated the business relationship. 

o In lieu of PCI DSS compliance, a vendor may certify to the University in writing on vendor 

letterhead that no cardholder data is processed, transmitted or stored.  In these cases, 

the vendor will be using a third party payment gateway.  The University has approved 

SkipJack, Paypal, and Authorize.net as third party payment gateway providers. 

What are the costs associated with accepting credit cards? 

 Fees assessed directly by Visa/Mastercard range from 1.43% to 2.95% depending on the type of 

credit card (i.e. consumer, corporate, business, etc…) plus an additional $.05 to $.15 per 

transaction plus an additional .0925% for Visa and .095% for Mastercard.  Besides the fees 

assessed directly by Visa/Mastercard, a per transaction fee of $.10 is assessed by the credit card 

processor.  

 Fees assessed directly by Discover range from 1.67% to 2.17% depending on the type of credit 

card (i.e. consumer, corporate, business, etc…).   Plus an additional $.10 per transaction.  In 

addition to the Discover card fees assessed directly by Discover, a per transaction fee of $.10 is 

assessed by the credit card processor. 



 Per Visa/Mastercard/Discover association rules, in a face to face credit card environment, credit 

card fees cannot be passed on to the consumer.   

 Internet applications may carry additional fees. 

How can I minimize the costs associated with accepting credit cards? 

 While merchants cannot pass credit card fees on to consumers, there are a few things a 

merchant can do to ensure the cards processed settle with the best rate 

o Settle batches on a daily basis 

o Select AVS (Address Verification Service) and CVV2 (Card Verification Value 2) as options 

when accepting credit cards.  These options help to ensure that the cardholder has the 

card in their physical possession and reduces the fees charged to you as the merchant. 

My department is hosting a one-time conference and we would like to accept credit cards as a form of 

payment.  What do I do? 

 The Business Office has a credit card machine which is available for loan.  This machine can be 

programmed so that specific department information is displayed on the customer’s receipt.  

Contact the Business Office at 298-1811 at least 3 weeks in advance of your event to insure 

adequate programming time.   

Now that I’m accepting credit cards, how long do I need to retain the credit card information?  

 The State of Illinois recommends that credit card information be retained for no more than 

three years.  Credit card information older than 3 years should be promptly deleted or 

shredded. 

 If at all possible, the security code (located on the back of the card) and complete credit card 

numbers should not be retained but if retained they must protected (contact the office of the 

CTSO for protection options). 

Now that I’m accepting credit cards, what do I need to do to safeguard the information? 

 Store all materials containing cardholder account information in a secure location (i.e. locked in 

a filing cabinet at a minimum) 

 Dispose of cardholder information, by rendering it unreadable or physically shredding 

documents containing cardholder information. 

 Limit access to cardholder account information to only those employees who need to know in 

order to perform the duties of their position. 

 Do not transmit credit card information via unencrypted email.  Contact the office of the CTSO 

for possible options in protecting email.  

 Do not transmit credit card information via an unsecure wireless network.  A secure wireless 

network will be available for use by areas taking credit cards. Contact the University Technology 

(uTech) Support Center (309-298-2704 or supportcenter@wiu.edu) to configure your secure 
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wireless (mention that you take credit cards as payment). No other wireless networks may be 

used by areas accepting credit cards as a form of payment. 

I’m having trouble with my credit card terminal.  Who do I contact? 

 The State of Illinois/E-Pay Program has a new terminal help desk line dedicated to E-Pay 

merchants.  The phone number is 1-800-462-6612.  This team of individuals can be reached 

Monday through Friday 7am to 6 pm.  Calls received after 6 pm and on Saturdays and Sundays 

will be handled within the general help desk. 

 If credit card machine issues cannot be resolved in a timely manner, contact the Business Office 

to determine if there is a credit card machine available that can be reprogrammed until your 

machine can be replaced. 

I’m out of credit card machine supplies.  How do I go about getting more? 

 To order credit card machine supplies, merchants should contact Global Payments at 1-800-457-

2638 option 4.   

 



Acknowledgement of Participation in:  
Western Illinois University Annual Credit Card Handling Training  

I have read and understand the content of the Credit Card Handling Training, my merchant 

agreement and Global Payment’s Guide to Card Acceptance and Best Practices or my credit 

card processors equivalent.  

 

 

____________________________  

Name (print: first, middle initial, last)   

 

____________________________  

Signature  

 

____________________________  

Area/Department/Location 

 

 

____________________________  

Merchant Account # 

 

 

____________________________  

Date  

 
 (To be properly credited for participating in the credit card handling training, please submit this form to the WIU Business Office 216 Sherman 

Hall and retain a copy for your records) 


