Please utilize the following resources to prepare for your competition. These resources
are open-source and available to you free of charge; you should never need to register
to access any of the following content. If you encounter any issues accessing a link,

please email Dr. Tahir M. Khan at tm-khan@wiu.edu.

Cybersecurity Fundamentals:

e Virtual Private Network

e Firewall

e Asymmetric Cryptography

¢ One Time Password

o Stop Zero-Day Attacks With ESET

Cyber Threats and Attacks:

¢ Mitigating Brute-Force Attacks

e DDoS Attack

¢ Ransomware

e Social Engineering

e Out-of-the Box PC Security

Famous Hacks and Breaches:

e Security Breach

o Equifax Data Breach Settlement

e Target Data Breach

e Uber Investigating Breach

¢ WannaCry Ransomware

Cybersecurity Careers and Certifications:

e CompTIA Security+ Certification



mailto:tm-khan@wiu.edu
https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/Firewall_(computing)
https://www.techtarget.com/searchsecurity/definition/asymmetric-cryptography
https://www.thalesgroup.com/en/markets/digital-identity-and-security/technology/otp#:%7E:text=What%20does%20OTP%20mean%3F,method%20and%20the%20least%20secure
https://www.eset.com/us/business/zero-day-threats/?utm_source=google&utm_medium=cpc&utm_campaign=_us_b2b_google_search_nb_zero-days_a_gen_exact&adgroupname=zero-days&keyword=zero%20day%20attack%20in%20cyber%20security&matchtype=p&creative=647121602828&network=g&networkcategory=%5bsearch%5d&device=c&sfdccampaignid=7011n000000o2W4AAI&gad_source=1&gclid=Cj0KCQjw2PSvBhDjARIsAKc2cgN6xg8kvOCcxgfblFZVoEEpK5dKn-zzK2gNP3UpHDRkd8oIqF8REtcaAoa5EALw_wcB&gclsrc=aw.ds
https://www.okta.com/resources/whitepaper-how-adaptive-mfa-can-help-in-mitigating-brute-force-attacks/?gad_source=1&gclid=CjwKCAjwnv-vBhBdEiwABCYQAyOBUOQ44JniqVC54VSrymJ6tqaPuafWcfoqe_zeIl5snNwlRuLOtRoCsgAQAvD_BwE&utm_campaign=amer_mult_usa_all_wf-all_dg-ao_a-wf_search_google_text_kw_attack-mitigation_utm2&utm_id=aNK4z000000kAkuGAE&utm_medium=cpc&utm_source=google
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/
https://www.halcyon.ai/faqs/what-is-ransomware?gad_source=1&gclid=CjwKCAjwnv-vBhBdEiwABCYQA41qiGYBhTVMmIDy24PqS9NwuSdU0oLBE-4S73LtA3Sz090ZQR9AKRoCZfMQAvD_BwE
https://www.ibm.com/topics/social-engineering
https://www.intel.com/content/www/us/en/architecture-and-technology/vpro/hardware-shield/overview.html?cid=sem&source=sa360&campid=2024_ao_ccg_us_ccgcvpro_ccgcvitos_awa_text-link_generic_na_cd_vPro-ITOS+Priority+9-7_3500157606_google_b2b_is_pbm_intel&ad_group=Generic_Security++-+IT+Security+-+High_Phrase&intel_term=it+security+threats&sa360id=43700079362104229&gad_source=1&gclid=CjwKCAjwnv-vBhBdEiwABCYQA9EPS2_tpkg_1hu59iHRR4Dlw_rUkWAbw5JvIxZ8sIFAj5QyZZgXdxoCe24QAvD_BwE&gclsrc=aw.ds
https://usa.kaspersky.com/resource-center/threats/what-is-a-security-breach
https://www.consumerfinance.gov/equifax-settlement/#:%7E:text=In%202017%2C%20Equifax%20announced%20a,eye%20out%20for%20your%20payment.
https://www.idstrong.com/sentinel/that-one-time-target-lost-everything/
https://www.justice.gov/usao-ndca/pr/former-chief-security-officer-uber-convicted-federal-charges-covering-data-breach
https://www.techtarget.com/searchsecurity/definition/WannaCry-ransomware
https://cyberkrafttraining.com/comptia-security-bootcamp/?comptia-security-bootcamp/&gad_source=1&gclid=CjwKCAjwnv-vBhBdEiwABCYQAz9VR8QQQ_yC9UqqkdrlCbnbyx1lfqQAzjkPWYiByDqkStFw1WFzrhoCemgQAvD_BwE

o Ethical Hacking vs Penetration Testing

e CISSP Certification Training Course

e SOC Analyst
e GIAC Certified Incident Handler Certification (GCIH)

Linux:

e Linux Commands

Digital Forensics:

e Digital Forensics (Read Chapter 1)

Cryptography:

e Cryptography

e Symmetric and Asymmetric Cryptography

Steganography:

e Steganography Types

e Steganography



https://www.knowledgehut.com/blog/security/ethical-hacking-vs-penetration-testing
https://www.edureka.co/cissp-certification-training-course?utm_source=Google-Search&utm_medium=cpc&utm_campaign=ET-USA-Search-CISSP&gad_source=1&gclid=CjwKCAjwnv-vBhBdEiwABCYQA1U62E9uUZ28IuCTw82x-DpPaFarMJgMDFrwbbOHdQcCkLhEKo6fJhoCaWMQAvD_BwE
https://medium.com/@adanikamal/soc-analyst-aka-security-analyst-5fa0a6ad2f62
https://www.giac.org/certifications/certified-incident-handler-gcih/
https://opensource.com/article/22/5/essential-linux-commands
https://www.exterro.com/basics-of-digital-forensics/chapter-1-what-is-digital-forensics
https://thebestvpn.com/cryptography/
https://medium.com/@tattwei46/basics-of-cryptography-18d01b952dde
https://www.hackercoolmagazine.com/beginners-guide-to-steganography/
https://www.eccouncil.org/cybersecurity-exchange/ethical-hacking/what-is-steganography-guide-meaning-types-tools/

