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This document provides general guidelines for secure web application development and should 
be followed by all university application developers and anyone else developing applications 
that are critical to the university or process, transmit or store university critical or compliance 
data. 
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Securing Web Applications 
Anyone involved in software development for the university, or any third party contracted by 
the university to do software development, should use this document supplemented by the 
Open Web Application Security Project (OWASP) Top Ten Critical Vulnerabilities list, the VISA 
Payment Application Best Practices (PABP) and the Payment Card Industry Data Security 
Standard (PCI DSS) 1.1 to guide their software development efforts.  
 
While secure software development practices are a very important component of a software 
development methodology, they must be complemented by, among other things, the following 
processes and controls to be truly effective: 
 

• Proper data management including  
o Evaluation of business processes to ensure that data deemed sensitive by the 

university is not processed, transmitted or stored unless required by regulation 
or deemed necessary to sustain the business and if deemed necessary is 
properly used & controlled (encrypted, truncated, obfuscated, etc.). 

o Data classification and the principles of need to know & role based access (PCI 
10.1) 

o Ownership & proper stewardship of data throughout the data life cycle 
(created, processed, stored, backed up, archived, transferred, retired, 
eliminated) 

• Proper change management including proper documentation, sign off & governance 
(PCI 6.4) 

 
• A mature software development life cycle should include: 

o Web based applications should be three tiers – there is a separate web, 
application processing, and database component.  Each of these tiers must be 
separated by firewalls and have security applied that is appropriate for the tier. 

o Proper separation of development, test and production environments (PCI 
6.3.3) 

o Separation of duties between development, test and production environments 
(PCI 6.3.2) 

o Any issues discovered and deemed high risk to the university, should be 
remediated or compensating controls put in place prior to applications being 
put into production.  

o Peer code reviews & walkthroughs (PCI 6.6). 
o Ensuring production data (even old production data) is never used in 

development or testing (PCI 6.3.4). 
o Proper system & application documentation 
o An application firewall (or reverse proxy) to isolate applications from unknown 

vulnerabilities (PCI 6.6). 
• Properly locked down, patched host systems and proper network segmentation 

o Regular vulnerability and penetration testing  (PCI 11.3) 
o All unnecessary code, scripts, logs, sample files, and/or help files must be 

removed from the web servers before they go into production (PCI 2.2.4) 
• Maintained and regularly reviewed logs and audit trails 
• Continuous training for developers including awareness training  
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Secure Development Guidelines 

Always Validate Input   
A). When you are checking arguments in your program, pay extra attention to the 
following: 
 
• Input filtering is set up as global routines that can be applied to all input across all 

web applications.  This is to simplify the coding required and aid in long-term 
maintenance. (For example, we want to avoid creating specific routines for single 
input types [name, address, city, etc.].) 

 
• The filtering method must by default block all characters and then accept a subset 

of those characters.  For example, all characters input are blocked except A-Z, a-z, 
numbers and a limited set of special characters.  This is opposed to accepting all 
characters then blocking a subset of illegal characters.  The former method provides 
greater protection against future unknown vulnerabilities. 

 
• All web application input must be filtered (so characters that can cause problems 

are removed), encoded (so the characters that can cause problems are encoded in a 
way to prevent a problem), or validated (to ensure that only “safe'' data gets 
through). Filtering and validation should often be done at the input, but encoding 
can be done either at input or output time. If you're just passing the data through 
without analysis, it's probably better to encode the data on input (so it won't be 
forgotten), but if you're processing the data, there are arguments for encoding on 
output instead. 

 
• Illegal characters can simply be stripped out of the web application input without 

notifying the user. No representation of the filtered input is necessary except where 
it is legally required. 

 
• Special characters can be added programmatically to web application input.  The 

purpose of filtering is to disallow them from user input. 
 
• For all accepted special characters, multiple contiguous instances of the characters 

in any combination will be stripped from the input. 
 
• Check the length of every argument. Only allow appropriate length for input into all 

fields. 
 

• Whenever possible, use predefined input for fields (Example – Drop down boxes for 
states, or lists of services offered). 
• If you use a selection list, make certain that the value provided by the user was 

one of the legal values 
 

• Never use actual directory or file names as parameters or construct names based on 
user input. Instead, use keywords that are pointers and store the actual file or 
directory names in a lookup table. 
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• If your web application absolutely must be capable of opening ad hoc files based 
directly on browser input, rather than a predetermined list, never accept 
complete path and filenames from HTML form input fields. Your web application 
should at least prefix the input filename with an absolute path and strip slashes, 
backslashes, NULLs and sequential dots ( ".." and "..." ) from the input. 

• Always use full pathnames for any filename argument, for both commands and 
data files.  Rather than depending on the current directory, set it yourself. 

 
• All database fields must match the data being stored in both “Data Type” (numeric, 

alpha, date, etc…) and “Data Length” (allow only two alphabetic characters for state 
(IL)). 

 
• Don't rely on the HTTP_REFERER CGI variable for authentication. Many CGI scripts 

rely on that variable to make sure the script is being called by itself or another 
trusted source. However, the user's web browser, not the web server, sends 
HTTP_REFERER. Like all browser input, it can be easily spoofed. 

 
• Input filtering is divided primarily in to two routines:  
 

• Alphanumeric Input - General filter used on most inputs 
• Numeric Input - Numbers only filter requiring fewer exceptions 
 

For Numeric Input: 
 

No special characters need to be accepted.   
 
In the case of numbers including commas, these characters should be stripped 
from the input. 
 
In the case of numbers input with a decimal place, the decimal values should be 
dropped or rounded off.  If a decimal number is required, the input fields for the 
main number and the decimal places should be separated and the decimal mark 
(period character) placed programmatically. 
 
Ensure that negative numbers are not accepted 

 
For Alphanumeric Input: 
 

Space (ASCII 32), Line Feed (ASCII 10) and Return (ASCII 13) are accepted special 
characters.  As an exception, they are allowed to appear in multiple contiguous 
instances in combination with other special characters.  (Each of these special 
characters is necessary for basic text formatting.) 
 
In the case of long text inputs (over 50 characters in length), the user input must 
be surrounded in double quotes ("") before insertion into a database. 

 
Acceptable alphanumeric special characters: 
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- Dash - Common to personal last names, company names, addresses, e-

mail addresses 
, Comma - Common to company names, addresses 
. Period - Common to company names, required on e-mail addresses 
' Apostrophe - Common to personal names, company names, addresses 

 & Ampersand - Possible in company names 
 @ At Symbol - Possible in company names, required on e-mail addresses 

_ Underscore - Common to e-mail addresses 
. Dot – Common in email address and titles 
 
Multiple contiguous instances of these characters must be filtered out of input.   
For example:  ',  '-  --  ''  ..  ., (Any combination is not to be accepted.) 

 
Free Form Fields, such as comment sections, can accept punctuation character in 
addition to the special characters generally allowed for alphanumeric fields. This 
includes: 
 

: Colon 
! Exclamation mark 
? Question mark 
; Semicolon 
() Parentheses or brackets 

 
Use this field type sparingly and only when a more restrictive field type will not work. 

 
B). Web applications must always validate form inputs on the server even if they are 
also validated on the client. Remember these guidelines:  
• Client-side input can never be trusted.  
• Client-side validation should be used as a complement to server-side validation as a 

means of catching simple input mistakes to reduce the number of times the web 
server has to validate input. 

• Client-side validation should never be trusted as a replacement for server-side 
validation.  

• Client-side validation is valuable for highly loaded web sites as it offloads a lot of 
work from the server to the browsers. However if server load is not a factor, it's 
probably not worth the trouble of writing both client-side and server-side validation 
routines for HTML form input. 
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Transmission & Storage Controls 
 

• All communication that includes sensitive information between the web server and 
the web client must be encrypted using at least a 128-bit encryption algorithm.  This 
algorithm must be a “well known” algorithm.  NO proprietary encryption algorithms 
will be used (PCI 4.1). 

 

• Sensitive data should not be stored on web servers in the Demilitarized Zone (DMZ).  
User data, IDs and/or passwords should not be stored on any server in the DMZ 
(accessible from the Internet).  Local server user IDs and passwords should not be 
used to authenticate web users.  

 
o Direct user access from the Internet to any database system is extremely 

dangerous.  In all cases, where user input is either written to or read from a 
database, server side applications should function as a “proxy” between the 
Internet user and the database. 

 

o Any databases accessed by Internet Web Servers should be segregated from 
internal production databases and authenticated (PCI 8.5.16).  These databases 
should only be accessed through strict firewall rules and all communication to 
and from the web servers should be encrypted.  Any sensitive information 
stored in one of these databases should be stored encrypted (encrypted before 
it is written into the database such as SQL 2005). 

 

• Avoid storing user IDs, passwords, PINs or encryption keys in scripts, code, text, 
cookies or .ini files.  The best approach is from temporary memory to session based 
encrypted storage to permanent encrypted/hashed storage. 

Failure Conditions & Error Handling 
 

• A secure program should always “fail safe”, that is, it should be designed so that if 
the program does fail, the safest result should occur. For security-critical programs, 
that usually means that if some sort of misbehavior is detected (malformed input, 
reaching a “can't get here'' state, and so on), then the program should provide a 
generic error message, deny service and stop processing that request. 

 

• Check all return codes from system calls.  The POSIX programming specification 
(which is followed by both C and Perl) requires that every system call provide a 
return code.  Even system calls that you think cannot fail, such as write (), chdir (), or 
chown (), can fail under exceptional circumstances and return appropriate return 
codes.  When a call fails, check the error variable to determine why it failed.  Have 
your program log the unexpected value and then cleanly terminate if the system call 
fails for any unexpected reason.  This approach will be a great help in tracking down 
both programming bugs and security problems later on.  If you think that a system 
call should not fail and it does, make the application do something appropriate.  If 
you can't think of anything appropriate to do, then have your program delete all of 
its temporary files and exit. 
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• Have internal consistency-checking code.  If you think that a variable inside your 
program can only have the values 1, 2, or 3, check it to ensure that it does, and 
generate an error condition if it does not.  (You can do this using the assert macro if 
you are programming in C). 

 

• Be aware of race conditions. These can be manifest as a deadlock or as failure of 
two calls to execute in close sequence. 
• Deadlock conditions: Remember, more than one copy of your program may be 

running at the same time.  Use file locking for any files that you modify.  Provide 
a way to recover the locks in the event that the program crashes while a lock is 
held. Avoid deadlocks or "deadly embraces," which can occur when one 
program attempts to lock file A and then file B, while another program already 
holds a lock for file B and then attempts to lock file A 

• Sequence conditions: Be aware that your program does not execute 
automatically.  That is, the program can be interrupted between any two 
operations to let another program run for a while-including one that is trying to 
abuse yours.  Thus, check your code carefully for any pair of operations that 
might fail if arbitrary code is executed between them.  In particular, when you 
are performing a series of operations on a file, such as changing its owner, 
starting the file, or changing its mode, first open the file and then use the 
fchown (), fstat (), or fchmod () system calls.  Doing so will prevent the file from 
being replaced while your program is running (a possible race condition).  Also 
avoid the use of the access () function to determine your ability to access a file: 
using the access () function followed by an open () is a race condition, and 
almost always a bug. 

 

• Don't have your program dump core except during your testing.  Core files can fill up a 
file system.  Core files can contain confidential information.  In some cases, an attacker 
can actually use the fact that a program dumps core to break into a system.  Instead of 
dumping core, have your program log the appropriate problem and exit.  Use the 
setrlimit () function to limit the size of the core file to 0. 
 

• All applications should be written to trap errors. Hackers frequently attack web 
applications. All error messages should be trapped and a default “generic” message 
should be presented back to the end-user. It's a good idea to not only trap and recover 
from errors, but also to log events that may indicate an attack such as: 
• Before opening a file for reading, a web application should check that the file exists 

and is readable. If the filename was constructed based on input from an HTML form, 
attempts to access a non-existent file or one it doesn't have privileges to read can 
indicate an attack. 
• If a web application should be called with the POST method, it should raise an 

alarm if called using methods such as GET or PUT. Some web apps written to 
work when called by one method will fail when called by others. Even if your 
app handles with all methods properly, many crackers try this form of attack. 
Detecting it will warn you someone is trying to crack your web application. 

• If certain HTML input fields must always be present in a form (such as hidden 
fields that store values), the application should raise an alarm if the form is 
submitted without all the required fields. Missing fields could indicate a cracker 
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is calling the web app from a saved version of the HTML form or from a script in 
an attempt to break in. 

• For Unix-based web applications, any input containing '/etc/passwd' or 
‘/etc/shadow’ should set off alarm bells. 

• For Windows applications, attempts to access registry files or .pwl files should 
be monitored. Input with ".." is always suspicious, indicating someone is trying a 
relative path attack (described above). 

• Denial of service attacks (where a malicious user tries to overload a server or 
application) can be detected by watching for repeated access from the same IP 
address. Multiple requests per second from the same IP could indicate a denial 
of service attempt, or that a cracker is running an automated script attempting 
to break the application. 
• If practical, accept and validate user id prior to prompting user for a 

password. Just be careful that your application does not become a user id 
validation mechanism. 

• Use CAPTCHA (Completely Automated Public Turing test to tell Computers 
and Humans Apart) to reduce the risk associated with automated attacks. 

General Controls 
 

• HTML forms can be submitted using either GET or POST methods. POST is preferred, 
especially when sending sensitive information. The GET method sends all form input 
to the web application as part of the URL.  An additional problem is that URLs are 
logged in many places such as: The web server access log, the web browser's disk 
cache and history file, in firewall logs, in proxy server and web cache logs. 

  

All this logging allows others to see the data sent from HTML forms using GET. The 
POST method sends form input in a data stream, not part of the URL. The data is not 
visible in the browser location window and is not recorded in web server log files. 
The POST method is also more practical.  There's a limit to how many characters can 
be sent using the GET method, but POST can send an almost unlimited amount of 
data from an HTML form.  However, even though POST information is generally not 
logged, like all other plain text information sent from a browser it can still be sniffed 
as it passes across the Internet. However, sniffing must be done in real time as 
information is sent across the Internet and requires the attacker to have physical 
access to the data lines between the server and the browser. 

 

• Default ports for communication between applications and/or systems should be 
changed if possible. (Web Server to SQL Server changed from default of 1433). 

 

• All scripts (CGI, Java, Perl, etc...) should be compiled and ran as programs when 
possible. Reducing the likelihood of interjection of interpreted code or manipulation 
of configuration files. 

 

• Don't place undue reliance on the source IP address in the packets of connections 
you receive.  Such items may be forged or altered. 

 

• Each user and program should operate using the fewest privileges possible. This 
principle limits the damage from an accident, error, or attack. It also reduces the 
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number of potential interactions among privileged programs, so unintentional, 
unwanted, or improper uses of privilege are less likely to occur. 

 

• Each session that is generated with a web user must be managed uniquely and 
securely.  It must become invalid if the client or server side terminates the session 
and/or the session times out.  All sessions must be set to timeout after an 
appropriate period of time.  Session management must be handled within the 
application, and the application must provide for appropriate security around the 
session management (for example encrypted session cookies). 

 

• Manipulation of hidden form fields should be avoided. Instead consider using 
mechanisms such as encrypted session cookies. 

 

• Check arguments that you pass to operating system functions.  Even though your 
program is calling the system function, you should check the arguments to be sure 
that they are what you expect them to be.  For example, if you think that your 
program is opening a file in the current directory, you might want to use the index () 
function in C or Perl to see if the filename contains a slash character (/).  If the file 
contains a slash, and it shouldn't, the program should not open the file. 

 

• Do not create files in world-writable directories.  If your script needs to run as the 
“nobody” user, then have the directory in which it needs to create files owned by 
the “nobody” user.  (This also applies to the /tmp directory). 

 

• If your web applications write data files (such as a guest book application or 
message board), don't put the data files in the cgi-bin directory.  Any file in cgi-bin 
can be executed, including data files. 

 

• Make sure all logs are secured in appropriate directories and only accessible by an 
administrative user (PCI 10.5).  Here is specific information that you might wish to 
log: 
• The time that the program was run 
• The process ID number (PID) 
• Values provided to the program 
• Invalid arguments, or failures in consistency checking 
• The host from which the request came; log both hostname and IP address 

 

• Clean up when an application is finished.  Remove any of the cache files you set, 
delete all cookie(s) that were set, remove any temp files that you created. 
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